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1 INTRODUCTION

This policy is established to facilitate the development of controls which will
assist in the prevention and detection of fraud and corruption, as well as
provide guidelines as to how to respond should instances of fraud and
corruption be identified. This policy is also established to give effect to the

various legislative instruments as described in the previous section.

1.1 Scope of the policy

This policy applies to all employees, stakeholders, contractors, vendors /

suppliers and any other party doing business with the Department.

It is the policy of the Department that fraud, corruption, maladministration or
any other dishonest activities of a similar nature will not be tolerated. Such
activities will be investigated and actions instituted against those found
responsible. Such actions may include the laying of criminal charges, civil and

administrative actions and the institution of recoveries where applicable.

Prevention, detection, response and investigative strategies will be designed
and implemented. These will include any existing controls (system controls and
manual internal controls) and those currently prescribed in existing policies,

procedures and other relevant prescripts to the activities of the Department.
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2. OBJECTIVES OF FRAUD RESPONSE PLAN

The objective the Fraud Response Plan is to ensure that timely and effective

action is taken:

o To prevent losses of funds or other assets where fraud has occurred and
to maximise recovery of losses;

o To minimise the occurrence of fraud by taking rapid action at the first
signs of a problem;

0 To identify the fraudsters and maximise any adverse publicity for the
department, suffered as a result of fraud;

o To identify any lessons which can be acted upon in managing fraud in
the future to reduce adverse impacts on the business of the department;

o To whom the fraud or suspicion should be reported in the first instance,

o0 How the department/entity should investigate the fraud, depending on
the nature of the fraud special investigation techniques or a fraud unit
may be used, the facts should be established quickly by the operational
managers, any threat of further frauds or losses should be removed
immediately, for example, by changing procedures or suspending
payments;

0 How to secure the evidence in a legally admissible form;

o When and how to contact the police; the police should be alerted at an
early stage so that joint investigation arrangements can be made, if
necessary.

0 How to initiate recovery action;

o How to disseminate the lessons learned from the experience in cases

where there may be implications or the department/entity as a whole.
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ACTIONS CONSTITUTING FRAUD AND CORRUPTION

Fraud and corruption manifests in a number of ways and varying degrees of

intensity. These include, but are not limited to:

Unauthorised private use of the Department’s assets, including vehicles;

Falsifying travel and subsistence claims;

Conspiring unfairly with others to obtain a tender;

Disclosing proprietary information relating to a tender to outside parties;

Accepting inappropriate gifts from suppliers;

Employing family members or close friends;

Operating a private business in working hours;

Stealing equipment or supplies from work;

Accepting bribes or favours to process requests;

Accepting bribes or favours for turning a blind eye to a service provider who

does not provide an appropriate service;

Submitting or processing false invoices from contractors or other service

providers; and

Misappropriating fees received from customers, and avoiding detection by

not issuing receipts to those customers.



Free State Department of Health
Fraud Response Plan
2011

4. WHAT TO DO IF YOU SUSPECT FRAUD

Officials may be alerted to the possibility of fraud by several means and may
have suspicions passed on to employees or notice something yourself which
makes you suspicious. It is your duty to follow up such indications, not to turn a
blind eye. It is important to be discreet so as to protect people from being
harmed by false accusations and to ensure that if fraud is occurring that the
fraudster is not forewarned. It is also imperative that you to act quickly,

carefully and appropriately.

Initially employee should obtain sufficient information to determine whether
fraud is a possibility. If fraud does appear to be likely, employee should check
the department’s plan with regard to fraud. You should obtain some indications
of the people involved, the scale, and the time period over which it could have
occurred and the types of transactions involved. As soon as it appears likely
that there are grounds for suspecting fraud employee should consult the
appropriate authorities within the department/entity as per the fraud prevention

plan.

It is the responsibility of all employees to report all incidents of fraud and
corruption that may come to his / her attention to his / her supervisor.
Alternatively, such reports can be made by way of submitting a report

throughthe prescribed whistle blowing mechanism.

The National Anti Corruption Hotline can be used on 0800 701 701 or
alternatively it can be reported to: Manager Fraud and Anti-Corruption at 2"
Floor B/C East Wing, Bophelo House, telephone number (051) 4081452, or fax
(051) 4081975.
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All reports received will be treated with the requisite confidentiality and will not
be disclosed or discussed with parties other than those charged with

investigation into such reports.

All Managers are responsible for the detection, prevention and investigation of

fraud and corruption, within their areas of responsibility.
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5. CONFIDENTIALITY

All information relating to fraud that is received and investigated by the
department/entity will be treated confidentially. The progression of
investigations will be handled in a confidential manner and will not be disclosed
or discussed with any person(s) other than those who have a legitimate right to
such information. This is important to avoid harming the reputations of

suspected persons who are subsequently found innocent of wrongful conduct.

No person is authorised to supply any information with regard to allegations or
incidents of fraud to the media without the express permission of the

Accounting Officer
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6. WHY SHOULD EMPLOYEE REPORT FRAUD AND CORRUPTION?

It is every employee’s responsibility to report incidents of fraud and corruption

because:

¢ It adversely affects all sectors within the department/entity and impacts
mostly limited resources of the department;
¢ It is blight on department’s image;

e It is wrong.

7. PROTECTION OF WHISTLE BLOWERS

7.1 Background

Traditionally, the term ‘whistle blowing’ has been associated with the image of
anonymous police informants or ‘impimpis’ — people who informed on their
comrades during the apartheid era, often with devastating consequences. In
today’s usage, whistle blowing is the process by which employees or other
individuals can raise a concern about serious malpractice within an
organization. It is akin to an early warning system and a means of enabling
employers to find out when something is going wrong in time to take corrective
action. Since February 2000, South Africa has had the most far-reaching “state
of the art” whistle blowing legislation in the world. The Protected Disclosures
Act, 26 of 2000 aims to reassure workers with genuine concerns about
malpractice that there is a safe alternative to silence, by providing protection
against victimization to those responsible employees who speak up when they
see something going wrong. Employees who are victimized and subjected to an
occupational detriment for blowing the whistle on improprieties now have a

legal remedy against their employer.
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7.2 The Protected Disclosures Act

The Protected Disclosures Act, 26 of 2000 makes provision for the protection of

employees who make a disclosure that is protected in terms of this Act.

Any disclosure made in good faith and substantially in accordance with any
procedure prescribed by the employee’s employer for reporting is considered a
protected disclosure under this Act. An employee making a protected disclosure

is protected from victimisation on the basis of the disclosure.

An employee or official who suspects or reports suspected dishonest activity or
such activity which he or she has witnessed, should be afforded the opportunity

to remain anonymous should he or she so require.

Managers should discourage employees and officials from making allegations
which are false and made with malicious intentions. Where such malicious or
false allegations are discovered, the person who made the allegations must be
subjected to firm disciplinary action. The Protected Disclosures Act does not

protect false disclosures.

No employee will suffer an occupational detriment as a result of having

reported an act of fraud or corruption.

The identity of the whistle blowers must be protected if so requested.

An employee who has been subjected to occupational detriment for having
made a disclosure regarding fraud or corruption in the workplace may approach
any court having jurisdiction including the Labour Court or pursue any other

process allowed or prescribed by the law.
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8. PROCEDURES FOR INVESTIGATIONS

8.1 Investigating fraud and corruption

Dealing with suspected fraud and corruption

In the event that fraud or corruption is detected or suspected, investigations
will be initiated, and if warranted, disciplinary proceedings, prosecution or

action aimed at the recovery of losses will be initiated.

Investigations

Any reports of incidents of fraud and / or corruption will be confirmed by an
independent investigation. Anonymous reports may warrant a preliminary
investigation before any decision to implement an independent investigation is

taken.

Investigations will be undertaken by appropriately qualified and experienced
persons who are independent of the department / section where investigations
are required. This may be a senior manager within the Department itself, an
external consultant or a law enforcement agency. All investigations performed
and evidence obtained will be in accordance with acceptable practices and legal

requirements. Independence and objectivity of investigations are paramount.

Any investigation initiated must be concluded by the issue of a report by the
person/s appointed to conduct such investigations. Such reports will only be
disseminated to those persons required to have access thereto in order to
implement whatever action is deemed appropriate as a result of the

investigation.

10
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Investigations may involve one or more of the following activities:

Interviewing of relevant witnesses, internal and external, including obtaining

statements where appropriate;

Reviewing and collating documentary evidence;
Forensic examination of computer systems;
Examination of telephone records;

Enquiries from banks and other financial institutions (subject to the granting

of appropriate approval/Court orders);

Enquiries with other third parties;

Data search and seizure;

Expert witness and specialist testimony;

Tracing funds / assets / goods;

Liaison with the police or other law enforcement or regulatory agencies;
Interviewing persons suspected of involvement in fraud and corruption; and

Report preparation.

Any investigation into improper conduct within the Department will be subject

to an appropriate level of supervision by a responsible committee, having

regard to the seriousness of the matter under investigation.

11



Free State Department of Health
Fraud Response Plan
2011

Disciplinary proceedings

The ultimate outcome of disciplinary proceedings may involve a person/s
receiving written warnings or the termination of their services. All disciplinary
proceedings will take place in accordance with the procedures as set out in the

disciplinary procedures.

Internal control review after discovery of fraud

In each instance where fraud is detected, Line Management will reassess the
adequacy of the current internal control environment (particularly those
controls directly impacting on the fraud incident) to consider the need for

improvements.

The responsibility for ensuring that the internal control environment is re-
assessed and for ensuring that the recommendations arising out of this
assessment are implemented will lie with Line Management of the department /

section concerned.

All cases reported must also be reported to the Manager Fraud and Anti-
Corruption, where a register is kept and the process monitored. This Unit must
also give feedback on all reported cases to the Audit Committee, Anti-corruption
and Fraud Committee as well as to the Premier's Anti-Corruption Working

Committee.

The Department has adopted a policy of investigating all reports of fraud and
corruption, or other improper conduct. The investigation of fraud and
corruption can be a complex and, at times, technical process and employees
should be aware of the consequences of a poorly conducted investigation,

including:

12
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e Denial of natural justice;

o Defamation;

e Action against an employer for wrongful dismissal;

e Inadmissible or poor control over the collection of evidence; and

Destruction of physical evidence.

To ensure that there is reasonable assurance that investigations are performed
and reported properly, and recognising the limited resources within the
Department, the external consultants (e.g. external auditors or forensic
accountants) may be used to provide assistance to the Department when a
fraud is reported. The external consultant may be assisted by experienced
personnel within the Department who are sufficiently independent of the area
or the matter under investigation. The Accounting Authority / Officer, within his
/ her delegated authority, will have the discretion to determine the appropriate
external consultants and / personnel of Specialized Investigation, Fraud and

Anti-Corruption Service Division of Internal Audit to conduct the investigations.

8.2 Reporting fraud to police and 7/ or external parties

The Accounting Authority / Officer will be responsible for reporting to the

police, in circumstances in which there is evidence of fraud:

e An employee/volunteer of the Department;

e A client of the Department;

e A research grant recipient of the Department; or

e A supplier to the Department.

13
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Reporting fraud to the police for investigation will be subject to the

requirements as set out in all applicable acts.

Any decision not to refer an allegation of fraud to the police for investigation
(where there is sufficient evidence to justify making such a report) will be

referred to the Audit Committee, together with the reasons for the decision.

Responsibility for complainant statements lodged with Police will be assigned on
a case by case basis by the Accounting Authority / Officer in consultation with

the investigator.

8.3 Recovery and other remedies

The Department has adopted a policy wherein it will actively pursue the
recovery of any money or property lost through fraud, provided there is a

strong prospect of a net benefit to the Department from such action.

Where it is considered appropriate that the matter not be reported to the
police, the Department reserves its right to pursue a range of other remedies
including appropriate disciplinary action. Any disciplinary action pursued will be

done in accordance with the disciplinary procedures.

Exit interviews and exit checklist procedures will be performed in the event of
dismissal from the Department for misconduct or fraud. This is necessary to
ensure that factors contributing to misconduct and fraudulent activity by

employees can be managed as a process to mitigate fraud risk.

14
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9. CONCLUSION

Our Fraud Prevention Plan emphasis our department/entity commitment to the
following values: integrity, a culture of honesty, loyalty, professionalism,
acceptance of responsibility and accountability, positive public image,
confidence from the public and high standard of service delivery and we should
all embrace this document to ensure efficiency , effectiveness and economic

operation.
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